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Agenda

1. OSI 7 Layer & Beyond the 7th layer
2. Ethereal: Basic usage introduction
3. Protocol Detail



OSI 7 Layer



Data Flow and Header



Meaning



Layering
(Beyond the 7th layer)



DoD Stack (1970)

Device driver and interface cardNetwork Access 
Layer

IP, ICMP, IGMPInternet Layer

TCP, UDPHost to Host Layer

Telnet, FTP, e-mail, etcProcess Layer



OSI Model (1978)



SS7 Stack (1981)



Apple Talk Stack (1984) 



SNA Stack (1974)



Novel Protocol Suite



PHY 
(Physica
l Layer)Twinax

X.25 (X.21bis, 
EIA/TIA-232, 
EIA/TIA-449, 
EIA-530, G.703)

Localtalk on 
shielded, 
Localtalk on 
unshielded 
(PhoneNet)MTP-1

RS-232, V.35, 
V.34, Q.911, T1, 
E1, 10BASE-T, 
100BASE-TX, 
ISDN, SONET, 
DSL1 - Physical

MAC 
(Media 
Access 
Control)SDLC

802.3 
framing, 
Ethernet II 
framing

X.25 (LAPB), 
Token Bus

LocalTalk, 
TokenTalk, 
EtherTalk, Apple 
Remote Access, 
PPPMTP-2

Ethernet, Token 
Ring, FDDI, PPP, 
HDLC, Q.921, 
Frame Relay, 
ATM, Fibre
Channel2 - Data Link

RRC 
(Radio 
Resourc
e 
Control)IPX

X.25 (PLP), 
CLNPDDP

MTP-3, 
SCCP

IP, ICMP, IPsec, 
ARP, RIP, OSPF, 
BGPNetBEUI, Q.9313 - Network

SPX, RIP
TP0, TP1, TP2, 
TP3, TP4

ATP, NBP, AEP, 
RTMP

TCP, UDP, RTP, 
SCTPNetBEUI4 - Transport

DLC?NWLinkASP, ADSP, ZIP

Session 
establishment for 
TCP

Named Pipes, 
NetBIOS, SIP, 
SAP, SDP5 - Session

AFP, PAPXDR, SSL, TLS

TDI, ASCII, 
EBCDIC, MIDI, 
MPEG

6 -
Presentation

APPC
FTAM, X.400, 
X.500, DAPAFP, PAP

ISUP, 
INAP, 
MAP, 
TUP, 
TCAP

HTTP, SMTP, 
SNMP, FTP, 
Telnet, NFS, NTPHL7, Modbus

7 -
Application

UMTS 
(1998)

SNA 
(1974)

IPX suite 
(1987)

OSI suite 
(1978)

AppleTalk 
(1984)

SS7
(1981)

TCP/IP (DoD) 
(1970)

Misc. 
ExamplesLayer



Group Discussion



Discussion 1: 
Something wrong? Or not?
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Is this picture still can be trust?
What you learn from University is Correct?



Discussion 2: 
Something wrong? Or not?
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Network Analyzer Tools



Most Popular

• Ethereal Network Analyzer
• Sniffer Pro 
• Snoop Analyzer Standard
• Network Stumbler Wireless Packet Sniffer
• IP Sniffer
• etc



What is Ethereal

• Ethereal is a network packet analyzer
• A network packet analyzer will try to 

capture network packet
• And display captured data
• Ethereal is Open Source
• Available for UNIX and Windows.
• http://www.ethereal.com/



Introduction to Ethereal

• How to setup network for packet capturing
• How to capture message
• How to capture with filtering
• How to display message
• How to display with filtering



How to setup network for 
packet capturing

• Share Media Hub



How to setup network for 
packet capturing

• LAN Switching

Have to configure Mirror port in LAN Switch before capture packet



Cisco span port 
command

!
interface FastEthernet0/1 
port monitor FastEthernet0/2 
port monitor FastEthernet0/5 
port monitor VLAN1
! 
interface FastEthernet0/2
! 
interface FastEthernet0/3 
switchport access vlan 2
!
interface FastEthernet0/4 
port monitor FastEthernet0/3 
port monitor FastEthernet0/6 
switchport access vlan 2
! 
interface FastEthernet0/5
! 
interface FastEthernet0/6 
switchport access vlan 2
! 
interface VLAN1
ip address 10.200.8.136 255.255.252.0
no ip directed-broadcast 
no ip route-cache 



Start Ethereal



Capturing Live Network Data

List the available capture interface

Show the capture option…

Start a new live capture

Stop caturing

Restart Capturing

Open Capturing file

Save Capturing file

Close Capturing file

Reload Capturing file



List the Available Capture Interface



Show the Capture Option



Capture Filter



Start a New Live Capture







Detail Protocol: BOOTP/DHCP



BOOTP

• Provides a means for downloading:
– Static IP Address
– Subnet mask
– Default Router address
– Boot server address and Boot file name
– Option parameters

• Communicate on UDP Ports 67 (Server) 
and 68 (Client)



What is DHCP?

• An update version of BOOTP called the 
Dynamic Host Configuration Protocol

• A safe, reliable, and simple TCP/IP network 
configuration protocol
– Conserves IP address by leasing them instead of 

assigning them permanently
– Dynamically allocates reusable network address
– Automatically provides minimal requirements of IP 

address, subnet mask, and default gateway



IP Address Assignment

• Automatic Allocation (static maps)
– DHCP is preconfigured with MAC-IP address 

mapping
– Devices always receive the same assigned address
– Address are not shared

• Dynamic Allocation
– Address are shared
– Address is assigned for a specified period of time



Dynamic Allocation Configuration

• Address ranges or “Scopes” are reserved 
on DHCP server for dynamic allocation
– IP address is leased to DHCP client for a 

specified amount of time
– DHCP Client must request lease renewal after 

a predefined period of time:
• Renewal timer = 50% of lease time
• Rebinding timer = 87.5% of lease time
• Lease timer = 100% of lease time



BOOTP/DHCP Headers
• Initial frames broadcast to DLC FFFFFFFFFFFF and IP 

255.255.255.255
• Client uses UDP port 68, Sever uses port 67

BOOTP Header

DHCP Options



Popular BOOTP/DHC Parameters

• Client IP configuration parameters
– Subnet mask and broadcast address
– Client Host name (may be different than domain name)
– Internet Domain name
– Default Ip Time-to-Live
– Default Maximum transmission Unit (frame size)
– Static Routers

• Client TCP parameters
– TCP default TTL
– TCP Keep-Alive Interval
– Send TCP Keep-Alive Garbage Octet

• Lists of IP addresses for client to use
– Domain Name Servers
– Default Router



DHCP Messages

• Discover: Finding DHCP server
• Offer: Server offer to Client
• Request: Client Request to Server
• Ack: Server > Client
• Nack: Server refuse client request
• Decline: Client > Server 
• Release: Client > Server
• Inform: Client inform Server its parameter



D.O.R.A Address Initialization
DHCP Client DHCP Server

Discover
Broadcast to all, Indicates hardware address type,
May offer an IP address and lease time

Offer
All servers unicast or broadcast to all, Offer an

Available IP address and timing information

Request
Broadcast to all, Indicates the chosen server
Address and preferred IP address

Ack
Chosen server commits the binding and broadcast to

All, The Ack includes the IP address and other
Configuration information. The remaining servers free

The address.



DHCP Release and Renewal
Address release

DHCP Client DHCP server
Release

Address Renewal

DHCP Client DHCP server
Request

Ack

Address Renewal Refusal

DHCP Client DHCP server
Request

NAck



DHCP Inform

• Client has an externally configured network address
• DHCP Inform message allows the client to request local 

configuration information
• Server responds with DHCPack containing appropriate 

parameters
• Server does not check the address against the least 

table

DHCP Inform

DHCP Client DHCP server
Inform

DHCPack



BOOTP Relay
• DHCP server cannot communicate with clients on the 

other side of a router
– A BOOTP Relay Agent must be enabled on the router and it 

must be configured to forward the messages

BOOTP Relay Agent
(Helper Address)

BOOTP Relay Agent
(Helper Address)

Discover (bdcast)
Discover (unicast)

Offer
Offer

Request (bdcast)
Request (unicast)

Ack
Ack

The server learns the 
subnet from the 

router’s IP address so 
the correct address can 

be returned



DHCP Troubleshooting
• DHCP server thinks an address is expired

– A client continues to use an address from cache that has now 
been leased to another client by the server

• Overlapping scopes with mulitple DHCP servers
– The servers do not communicate to inform each other of their 

range of address
• The DHCP server ran out of address
• Duplicate IP address still occur with DHCP

– Nothing stops a user from configuring a static OP address
– Since Windows NT Sp2 allows the server to Ping an address to 

see if it is in use before it assigns it to a new host
• Use the Advanced tab > IP > UDP > BOOTP to filter in 

only BOOTP and DHCP frames



Demo-LAB

• DHCP Demo
• DHCP Troubleshooting
• DHCP Relay



Detail Protocol: IP v4



IP Header



IP Header (Cont.)



IP Header (Cont.)



IP Header (Cont.)



IP Header (Cont.)
:



IP Header (Cont.)



IP Header (Cont.)

MHTML Document



IP Fragmentation and Reassembly

Network A

Network B

Network C

MTU = 1500B
(Ethernet)

MTU = 576B
(ISDN)

MTU = 1500B
(Ethernet)

Fragments
If > 576B

Final destination
Reassembles

MTU = Maximum Transfer Unit



Demo-LAB

• IP Header Demo
• Missing Fragmentation



Detail Protocol: ARP



ARP/RARP Layer



How ARP Works
• Each station maintains as Address Resolution Cache of 

recently acquired physical/internet address
Station A checks its ARP cache to see if it has Station B’s 

hardware address. If it isn’t in caches, it uses its address 
mask to determine if Station B is on its subnet. If yes, it 
uses ARP to get it.

Station A
192.68.37.48

Station B
192.68.37.136

Address cached

Broadcast:
Station B, where are you?
I know your IP address;
What is your hardware address?

Point to Point:
My hardware address is xxxxxx



ARP and Network Devices

• ARP frames are broadcast
• Hubs, switches and bridges forward ARP 

frames so everyone on the subnet hears 
them
– If the device is active, it responds directly to 

the source
• Routers do not forward ARP frames



Proxy ARP
• Station A needs to communicate to Station B but does not have a default 

gateway (or use it’s own IP address for the gateway). How can it learn an 
appropriate DLC address?  Proxy ARP!

• Station A needs a DLC address to map to the known IP address for B. A 
ARPs on its own segment and the router responds with its DLC address
(knowing that the destination network is accessible via its other port)

• When A sends its request to B, it will then use B’s IP address and the 
router’s DLC address. The router will then route the packet to B

ARP for IP 192.74.46.85 broadcast

ARP Response – send to 123456
ARP C

ARP R
Frame for 192.74.46.85 sent to 123456

Frame for 192.74.46.85 forwarded

Station A 192.68.37.48 Station B 192.74.46.85Router DLC =123456



ARP/RARP Frame Format

Target Network Protocol Address

Target Hardware Address

Target Hardware AddressSender Network Protocol Address

Sender Network Protocol AddressSender Hardware Address

Sender Hardware Address

Operation codeNetwork Protocol 
Address length

Hardware address 
length

Protocol TypeHardware Type

0 8 16 24 322820124



ARP Field Descriptions
• Hardware Type (2 bytes). 1=ethernet. 
• Protocol Type( 2 bytes). 0800H (hex) = IP address. 
• Hardware Address Length(1 byte). 6 
• Network Protocol Address Length (1 byte). 4 
• Operation Code. 1 = ARP request, 2=ARP reply, 

3=RARP request, 4=RARP reply. 
• The sender's ethernet address (6 bytes) 
• The sender's IP address (4 bytes) 
• The recipient's ethernet address (6 bytes) 
• The recipient's IP address (4 bytes) 



Other ARPs
• Reverse ARP

– Locates the IP address for a hardware address
– Used for diskless workstations

• Inverse ARP
– A device sends an ARP after obtaining an address through DHCP
– Used Mainly in Frame Relay and ATM

• Gratuitous ARP – two types
– A device sends an ARP after obtaining an address through DHCP to

check it’s unique
• Prevents conflicts with hard-coded devices

– A device sends an ARP broadcast for its own address to update others 
on the network

• Receivers update their ARP cache
• UnARP

– ARP response frame with zeros in the hardware address fields
– Receivers remove entry from cache



ARP troubleshooting Tips
• Filter on ARP protocol
• Look for ARP command with no replies

– Many upper layer protocols ARP to get the address first
– Upper layer problems may be due to ARP failures
– Ensure proxy ARP is enabled on the router
– Check for signs of default gateway configuration problems

• Filter on individual address to check intervals of ARPs to 
find aging table and gratuitous ARP problems
– This is important on routers

• Look for ARP sweeps
– A series of ARPs with incrementing IP address indicates an 

automated test program is running or a hacker is trying to break
in

– Confirm the source is authorized



Demo-LAB

• Complete & Fail ARP
• Reverse ARP
• Gratuitous ARP



Detail Protocol: ICMP



ICMP Layer



Reporting Trouble with IP Routing

Host A
18.0.0.6

R1 R2 R3

18.0.0.0 15.0.0.0 13.0.0.0 24.0.0.0

Host B
24.0.0.4

To 24.0.0.4 To Network
15.0.0.0

To Network
13.0.0.0

OOPS!

Q: How can you tell Host A the bad news?
A: ICMP!

ICMP net unreachable



ICMP Message Format



ICMP Message
Station A Station B

Echo Request

Echo Reply

Destination Unreachable

PING

Source Quench

Redirect

Time Exceed

Parameter Problem

Time Stamp Request
Time Stamp Reply

Information Request

Information Reply

Address Mask Request

Address Mask Reply

Communication Administratively Prohibited

1. Test destination 
reachability and status

2. Report unreachable 
destination

3. Flow Control

4. Route change

5. Detect circular or 
excessively long routes
6. Incorrect header 

7. Clock synchronization 
and transmit time 
estimation

8. Obtain a network 
address

9. Obtain a subnet mask



Echo Request/Reply Message

Data to be returned to the client. An Echo Reply must 
return the same data as was received in the request

Optional DataVariable

Used by client to match request to repliesSequence Number16

Used by client to match request to repliesIdentifier16

16-Bits One’s Complement of the Oned’s
Complement sum of the ICMP message

Checksum16

“0”Code8

Echo Request = “8”, Echo Reply = “0”Type8

Field DescriptionField NameField Size 
(Bits)

Client sends a 
“Ping” Command

ICMP Echo Request
Type = 8

ICMP Echo Reply
Type = 0



Destination Unreachable Message

Used by the host to match the message to the 
appropriate process

IP Header + first 64 
bits of Datagram

Variable
unusedUnused32

16-Bits One’s Complement of the Oned’s
Complement sum of the ICMP message

Checksum16

0 = Net unreachable
1 = Host unreachable
2 = Protocol unreachable
3 = Port unreachable
4 = Fragmentation needed and “Don’t Fragment “Bit 

set
5 = Source Route Failed
6 = Destination network unknown
7 = destination host unknown
8 = source host not isolated
9 = Communication with destination network

administratively prohibited
10 = same but host prohibited
11 = network unreachable for type of service
12 = Host unreachable for type of service

Code8
3Type8

Field DescriptionField NameField Size (Bits)



Destination Unreachable Message
Massage Device Layer

1. Destination Network Unreachable Router Network
2. Destination host Unreachable Router Network
3. Protocol Unreachable Host Transport
4. Port Unreachable Host Transport
5. Fragment needed, don’t fragment bit set Router Network
6. Source route failed Router Network
9. Communication administratively prohibited Router Network



Time Exceeded Message

Used by the host to match the message to the 
appropriate process

IP Header + first 64 bits 
of Datagram

Variable

Not UsedUnused32

16-Bits One’s Complement of the Oned’s Complement 
sum of the ICMP message

Checksum16

0 = time to Live (TTL) Exceed in Transit
1 = Fragment Reassembly Time Exceeded

Code8

11Type8

Field DescriptionField NameField Size 
(Bits)



Time Exceeded Message

ICMP Echo Request IP TTL =1

R1-ICMP Time Exceed Message Code=0

R1 R2 R3

ICMP Echo Request IP TTL =2

R2-ICMP Time Exceed Message Code=0

ICMP Echo Request IP TTL =3

R3-ICMP Time Exceed Message Code=0

ICMP Echo Request IP TTL =4

Server ICMP Echo Reply

Run Tracert
command



Trace Route - Demo

• TRACERT



Redirect Message

Used by the host to match the message to the appropriate processIP Header + 
first 64 bits 

of Datagram

Variable

Address of the gateway to which traffic for the network specified on the 
internet destination network field of the original detagram should be 
sent

Gateway 
Internet  
Address

32

16-Bits One’s Complement of the Oned’s Complement sum of the 
ICMP message

Checksum16

0 = Redirect Datagrams for the Network
1 = Redirect Datagrams for the Host
2 = Redirect Datagrams for the Type of service and the Network
3 = Redirect Datagrams for the Type of service and the Host

Code8

5Type8

Field DescriptionField 
Name

Field 
Size 

(Bits)



Redirect Message

R1 R2 R3161.69.32.14

161.69.10.1

Client sends 
data to “Default”
gateway

IP Packet, IP=161.69.10.1, DLC=R1-MAC

R1 – ICMP Redirect Message
Code=0, Gateway=R2

R1 sends redirect

R1 forwards the
frame to R2

IP Packet, IP=161.69.10.1, DLC=R2-MAC

R2 forwards the
frame to Server

IP Packet, IP=161.69.10.1, DLC=Server-MAC

Client updates 
table and sends 
data to R2

IP Packet, IP=161.69.10.1, DLC=R2-MAC

R2 forwards the
frame to Server

IP Packet, IP=161.69.10.1, DLC=Server-MAC



Other ICMP Message
• 0 = Source Quench

• Time stamps
– 13 = Timestamp Request includes originating time
– 14 = Timestamp Reply includes receive and transmit timer 

values
• Address masks

– 17 = Address Mask request
– 18 = Address mask Reply includes networks mask

R1 R2 R3

Source Quench
“slow Down”



Demo Lab

• ICMP Redirect

R1 R2
142.77.1.1 DNS 
Server

10.40.20.110.40.20.121

10.40.20.115



Detail Protocol: TCP



Transmission Control Protocol 
(TCP)



What Does TCP Do?

• Reliable Internetwork Packet Delivery
• Efficient Flow Control
• Multiplexing (Conversation and Connections)
• Error Control (Checksum)



TCP Header



TCP Fields

Reserved, must be 0Reserved6

The number of 32 bit word in the TCP Header (5-15) The 
offset where the TCP data begins in the frame

Data Offset4

The next sequence number the sender expects to receiveACK Number32

The number of the first octet of data in the segment being sent SEQ Number32

An address identifying a process in the destination hostDestination Port16

An address identifying a process in the sending Host (ULP)Source Port16

FunctionNameBits



TCP Fields

The number of bytes that the sender is willing to acceptWindow16

16-Bits One’s Complement of the One’s Complement sum of all 16-bit 
words in the header, Pseudo header and text

Checksum16

A position offset from the sequence number which points to the last byte 
of urgent data. Only interpreted when URG Flag set

Urgent 
(Offset)

16

Reserved for miscellaneous things, such as maximum segment sizeOptionsVAR

Connection termination: sender won’t transmit any more dataFIN1

Connection requestSYN1

Reset connection due to delayed duplicates, host crashes, etcRST1

Receiving TCP should immediately deliver segment to receiving ULPPSH1

ACK Field is relevant: this is an acknowledgement frameACK1

Urgent Flag: There is information in the urgent fieldURG1

FunctionNameBits

F
L
A
G
S



What is a Port?

APPL1: Port 80

APPL2: Port 25

APPL3: Port 21

APPL4: Port 22

IP 10.1.1.1IP 10.1.1.2

client

Port is the place that 
the server application is 
waiting (Listen) client to 
connect to



Common UDP/TCP Port Number



Are Ports & Sockets the Same?

Port = Sockets

• A Port is an address used by the 
Transport layer to talk to an application

• A Socket is the combination of the port 
number and IP address creating a unique 
address for an application in the network



Source & Destination Port
• Most implementation:

– Client will choose random port from internal pool as 
source port number

– Destination has to be well known port number
• Example

– User A send packet to Web server (port 80)
• Step1: Client random choose source port from its internal 

pool (1024-65535). >> let get 54362 for example.
• Step2: Client compose packet send to web server

– Source IP: A’s IP address
– Source TCP port number is 54362
– Destination IP: Web server’s IP address
– Destination TCP port number is 80 (well known port number)



What is a Connection?

Source Port Number
Source IP Address

Destination IP Address
Destination Port Number

• Socket of one application 
is associated with the 
socket of another 
application process, 
creating a socket pair 
used to refer to the 
connection

• All data transfers are 
tracked through the 
socket pairing

• The socket paring is 
destroyed when a timeout 
expires after the 
connection is released



Connection Establishment

The 3 Way Handshake

Send SYN (SEQ = X)
WIN = size
Max segment size = A

Receive SYN/ACK Segment
Send ACK (Y+1)

Receive SYN
Send SYN (SEQ=Y) / ACK (X+1)
Max segment Size = B

Receive ACK Segment

1

2

3



The Effect of Segment size on Performance

Small Segments Large Segments

Header Data

40B 12B

Header Data

Header Data

H Data H Data H Data

40B 4500 B

40B 1500B 40B 1500B 40B 1500BHeader over 3 times 
the size of the data; 
therefore, only 1/3 of 
network bandwidth  
is being used Too much fragmentation and reassembly time



Reliable Delivery mechanisms

• Positive Acknowledge with Retransmission (PAR)

Host A Host B
Data

ACK

Data

ACK

Data

Data Retransmit

ACK

Data

ACK



Reliable Delivery Mechanisms

• Sliding Window

Host A Host B
Packet 1

Packet 201

Packet 401

200 Bytes per packet

Win = 600

ACK 601



Efficient Flow Control
Sliding Window

• Simple PAR mechanisms waste bandwidth: Sender must 
receive ACK prior to sending more data

• Sliding window protocols allow multiple transmission 
without an ACK

• Sliding window provide flow control
• Each station has a send and receive window

– The size of my send window is the size of your receive window
– The window indicates the buffer space available for that 

application at that moment
– Transmitted data is held in the buffer until the ACK is received
– Only unacknowledged data is retransmitted



MTU

• MTU - Maximum Transfer Unit

Ethernet 
Header

IP 
Header

TCP 
Header

Application 
Data

Ethernet 
Trailer

MTU Size



MSS

• MSS – maximum segment Size is the 
largest "chunk" of data that TCP will send 
to the other end

Ethernet 
Header

IP 
Header

TCP 
Header

Application 
Data

Ethernet 
Trailer

MSS
Size

Ethernet:
MSS = MTU(1500) – IP header(20) – TCP header(20) = 1460

Note: Each OS can announce MSS with different value



Window Size

• Window Size – is buffer size for packet 
receiving

• Receiver will announce it’s Windows size 
(Buffer size) to the sender

• Sender can send data up to window size 
which announced by Receiver

• Sender has to wait until Receiver clear 
buffer and announce window size again 
then it can continue send data





Example – Sliding Window



When data must be delivered right away

Application

TCP

Sender

Application

TCP

Receiver

Push entire Packet

Urgent Data URG bit

Push Bit
Data Delivered

Immediately
(Ex: Interactive Terminal)
Whole packet is urgent

Urgent Bit & Offset
Receiving TCP must 

forward part of the data to 
application immediately
(Ex: CTRL-S, CTRL-Q)



Closing TCP Connections

Application TCP TCP Application

“No More Data”
Message

Close Connection
Message

“FIN” Segment

ACK “FIN” Segment
Inform Application

“FIN” Segment

ACK “FIN” SegmentClose Connection
Message

Sender Receiver



Resetting a TCP Connection

Application TCP TCP Application

Reset Connection
Message “RST” Segment

Resent Connection
Message

Sender Receiver

Abnormal
Condition



Demo Lab

• Sliding window


