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Why need to analysis packet in your network 



What is Security Onion (SO) ? 

• Security Onion start implement on 2008 by Doug Burks 
• Security onion is a network security monitoring (NSM) system that provides full context 
and forensic visibility into the traffic it monitors 
• Designed to make deploying complex open source tools simple via a single package (Snort, 
Suricata, Squert , Sguil etc.) 
• Having the ability to pivot from one tool to the next to seamlessly, provides the most 
effective collection of network security tools available in a single package 
• Allows the choice of IDS engines, analysts consoles, web interfaces 
• Support ipv4 and ipv6 for snort and suricata
• Free (Open Source)!!



The security onion - A single entity with many layers.

• The corporate layer

• Policy and human error layers

• The target layer

• The hacker layer

• The threat layer

• The testing layer



What is NSM (Network Security Management) ? 

“the collection, analysis, and escalation of indications and warnings (I&W) 
to detect and respond to intrusions.”

Types of Intrusion Detection Systems

There are two main types of intrusion detection systems (both are explained in more detail later 

in this guide):

1. Host-based intrusion detection (HIDS) – this system will examine events on a computer on 

your network rather than the traffic that passes around the system.

2. Network-based intrusion detection (NIDS) – this system will examine the traffic on your 

network.
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PACKET CAPTURE 
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CONSOLE FOR HUNT AND SEE ATTACK SOURCE
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ARCHITECTURE DESIGN AND SUPPORT HIGH LOAD OF LOG


